
Abstract

The Age of 
COVID-19 and 
the Changing 
Picture of 
Cybersecurity 

There’s no question that the COVID-19 pandemic has 
changed the way that many organizations do business. 
The unprecedented events of 2020 have fueled a sharp 
increase in remote work, online commerce, and tele-
health – and a resulting rise in cybersecurity concerns. 
This paper highlights the trends and challenges we’ve 
seen in cybersecurity this year, along with some of the 
steps that commercial policyholders can take to miti-
gate their cyber risks. 
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The Picture of Workforce Functionality Has Changed 

With workers shifting to remote working set-ups and 
e-commerce at an unsurpassed high, cybercriminals have 
changed their focus. 
Remote workstations in employees’ homes have created 
new challenges in security functionality that was other-
wise addressed at the job. Sensitive information can now 
be exposed to new perimeters and additional individuals 
that otherwise weren’t a factor.   
With shutdowns in retail and restaurant industries across 
the nation and world, increased shopping, food delivery, 
and online transactions have become a new “normal,” 
giving rise to an abundance of information existing online. 
And with schools continuing to be closed and e-learn-
ing at a record level, security, personal information, and 
correspondence vulnerabilities have created even larger 
opportunities for cybercrime, making us more vulnera-
ble than ever.    
One trend that we see emerging is that cybersecurity pro-
fessionals have become in increasingly high demand for 
organizations. Chief Information Officers (CIOs) across 
the country have escalated digital transformation initia-
tives to a critical priority. 

In mid-March, Adobe and Fortune co-conducted a survey 
of 200 CIOs in the U.S. Participants reported that when 
attempting to enable employees to work from home, 
communication was the top challenge (53%), with lack of 
technology tools being another shortfall (20%).2 Some 
70% of these CIOs revealed that they anticipate investing 
more in cybersecurity in the immediate future, dedicat-
ing additional resources to technology, personnel, and 
processes.3  
These additional investments will assist in staffing help 
desks and give more attention to supporting remote 
devices, as well as improving web servers and securing 
remote access ports. Additionally, increased focus will be 
given to better securing endpoints, which are estimated 
to be the origination point of 70 percent of breaches.4   
Another trend related to cybersecurity includes a stronger 
focus on business resilience and data protection, making 
these more important than ever. Budgets are being real-
located so that investments can be made to improve 
security such as data protection, supply chain security, 
and backups. Organizations are also following new pro-
tocols focused on micro-segmentation of their networks 
and investing in multifactor authentication (MFA).5    

In early February of this year, Security Magazine reported that the top anticipated cyber trends we would see for 
2020 included smart consumer devices spreading faster than could be secured; the trend toward owning a medical 
device, increasing the risks of internet-based health; and vehicles and transport infrastructure becoming new targets 
for cyberattacks.1  
Little did we know that the entire landscape of cybersecurity would be completely changed in a matter of weeks. 

Introduction

2020 has certainly become a year to remember. The unprecedented events associated 
with COVID-19 have caused organizations across the board to alter priorities, processes, 
and goals. With these changes, cybersecurity has become one of the top buzzwords in 
multiple industries.  

1  “Top Seven Cybersecurity Trends in 2020,” Security Magazine, February 11, 2020, https://www.securitymagazine.com/
articles/91696-top-7-cybersecurity-trends-in-2020 
2 Abramovich, Giselle, “Survey: How a Remote Workforce is Shifting CIO Priorities,” CMO by Adobe, https://cmo.adobe.com/articles/2020/4/survey--how-
a-remote-workforce-is-shifting-cio-priorities.html 
3 Abramovich, Giselle, “Survey: How a Remote Workforce is Shifting CIO Priorities.” 
4 Gillin, Paul, “These Cybersecurity Trends Could Get a Boost in 2020,” Security Intelligence, June 29, 2020 https://securityintelligence.com/articles/
these-cybersecurity-trends-could-get-a-boost-in-2020/ 
5 Gillin, Paul, “These Cybersecurity Trends Could Get a Boost in 2020.” 



3

Heightened Ransomware 
Attacks

Ransomware has skyrocketed in recent 
months, becoming an enormous risk 
in both frequency and severity. These 
attacks have become increasingly 
successful due to the average user’s 
vulnerability to phishing emails related 
to the pandemic. In April, Google 
reported that it was blocking an aver-
age of 18 million malware and phishing 
emails related to COVID-19 on a daily 
basis.6  
Additionally, Coveware conducted a 
ransomware market report at the end 
of April and reported that the average 
ransom payment had increased by 
33% from the fourth quarter of 2019, 
to a total of $111,605 per payment in 
the first quarter of 2020.7  
Common lures triggering a ransom 
event during the pandemic have 
included offers of information about 
vaccines, masks, and hard-to-find 
supplies such as cleaning formulas, 
paper products, or sanitizers. Ads for 
free downloads for technology such 
as audio-conferencing platforms or 

information about government finan-
cial assistance programming have also 
served as common traps for users.8   
It’s not just individuals who are prone 
to such scams – larger entities such 
as municipalities, public utilities, and 
fire and police departments have also 
been common targets of ransomware 
attacks.  
As ransom attacks have increased in 
frequency, so has creativity in extort-
ing ransoms. One such tactic is ‘double 
extortion.’ This is where ransomware 
begins by encrypting a user’s data. 

When attempting to force them to 
pay a ransom to get it back, cyber-
criminals will also send the data to a 
‘threat actor,’ who threatens to release 
all sensitive data unless an additional 
ransom is paid.9 

 
Healthcare Workers, Hospitals, 
and Medical Networks

With vast amounts of patient data, hos-
pitals and other medical providers are 
prime targets for cybercriminals. 
Many factors play a part in all of this. 

“Telehealth” has taken off during the 
pandemic. Increased quantities of 
Personally Identifiable Information 
(PII) and Personal Health Information 
(PHI) are now being transmitted via 
the web as opposed to previous 
in-person methods. Remote COVID-
testing sites, online medical services, 
virtual medical appointments, and the 
increased availability of pharmaceu-
tical delivery – combined with limited 
security and increased vulnerabil-
ities – all provide opportunities for 
data breaches.  

Online transactions 
have become a new 
“normal,” giving rise 
to an abundance of 
information existing 

online.

6 Kumaran, N and Lugani S, “Protecting businesses against cyber threats during COVID-19 and beyond,” Google Cloud Blog, published April 16, 2020, 
accessed May 1, 2020,.https://cloud.google.com/blog/products/identity-security/protecting-against-cyber-threats-during-covid-19-and-beyond.  
7 “Ransomware Payments Increase in Evolving Distribution of Enterprise Ransomware Variants,” Coveware, April 29, 2020, https://www.coveware.com/blog/
q1-2020-ransomware-marketplace-report 
8 Ferbrache, David, “The Rise of Ransomware During COVID-19,” KPMG https://home.kpmg/xx/en/home/insights/2020/05/rise-of-ransomware-during-
covid-19.html 
9 Ferbrache, David, “The Rise of Ransomware During COVID-19.” 
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Human error is one concern. Frontline healthcare work-
ers are facing record levels of stress and pressure to help 
patients in nontraditional settings with limited resources. 
In this overburdened and distracting atmosphere, atten-
tion and carefulness can be diminished, leading to more 
mistakes in handling PII and PHI.       
Healthcare hacking and the sale of PHI is another trend-
ing concern occurring at an alarming rate.  
In June, a group of hackers identifying themselves as 
TheDarkOverlord (TDO) posted several healthcare data-
bases on the darknet for sale, including over 650,000 
patient medical records.10  The most serious batches of 
data for sale in this incident were obtained from Blue Cross 
Blue Shield and ‘Healthcare Insurance Database.’ 
The sales of raw data from this hack are thought to be 
well over $1 million, although all transactions were done 
via Bitcoin, so the value is difficult to translate.11 It is still 
unknown how many databases were compromised as a 
result of this hack, but the overall message is clear: this is 
the time for privacy and security programs to be operat-
ing and monitored at full capacity.
According to a 2020 Consumer Trust and Data Privacy 
Report conducted by Privitar, a leading data privacy 
platform provider, another emerging threat in uncharted 
territory includes automated contact tracing apps for 
COVID-19.12 
These tools are intended to minimize the impact of the 
next wave of the pandemic and/or future outbreaks by 
attempting to track down people who have been poten-
tially exposed to a virus or disease. With this technology, 

people would be required to install an application that 
tracks which mobile devices have been in proximity. 
However, these apps have been flagged as a new threat 
due to privacy concerns as well as citizens’ lack of trust 
in both government agencies and technology compa-
nies. They also could increase the threat of misinformation 
through individuals who do not comply, and could even 
lead to malicious attacks that may target voter turnout 
results or race-involved politics amongst businesses.13

 
Other Notable Threats

Numerous other cybersecurity threats have made the 
headlines. Election security concerns include fears that 
hackers from other countries could target the U.S. voter- 
registration databases for local and state governments, 
gaining access to the information and/or affecting voting 
results. Efforts have increased to protect the integrity of 
this material and process.14   
Another emerging trend is “deep fakes” and “deep fake 
voice technology.” Deep fakes – a combination of the 
words “deep learning” and “fake” – occur when artificial 
intelligence technology creates fake images and sounds 
that appear to be valid. 
With the 2020 election rapidly approaching and pandemic 
measures continuing alongside deepening political divi-
sions, politicians are frequent targets. Video clips have 
appeared in which their words or statements are believ-
ably altered, and messages manipulated. 15   

10 “Healthcare Hack:  PHI for Sale on the DarkNet,”  HIPAA for MSPs, accessed September 2020, https://www.hipaaformsps.com/
healthcare-hack-phi-for-sale-on-the-darknet/ 
11 “Healthcare Hack:  PHI for Sale on the DarkNet.”  
12 “New Privitar Survey Reveals Business Opportunity to Build Consumer Loyalty Through Data Privacy,” Privitar, August 26, 2020, https://www.privitar.com/
press-releases/new-privitar-survey-reveals-business-opportunity-to-build-consumer-loyalty-through-data-privacy/ 
13 Lemos, Robert, “Data Privacy Concerns, Lack of Trust Foil Automated Contact Tracing” DarkReading, 8/28/2020, https://www.darkreading.com/
application-security/data-privacy-concerns-lack-of-trust-foil-automated-contact-tracing/d/d-id/1338791 
14 Rafter, Dan, “Emerging Threats - Cyberthreat trends:  15 cybersecurity threats for 2020,” Norton Internet Security Center, https://us.norton.com/inter-
netsecurity-emerging-threats-cyberthreat-trends-cybersecurity-threat-review.html 
15 Rafter, Dan, “Emerging Threats - Cyberthreat trends:  15 cybersecurity threats for 2020.”  
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Increasing resources in the areas 
of security, compliance, and inter-
nal auditing will provide significant 
improvements to infrastructures and 
defense mechanisms.   
When adapting to this new envi-
ronment and the alarmingly high 
vulnerability to ransomware attacks, 
companies must remember that ran-
somware attacks can compromise 
backups in various ways. As such, it 
is important to take regular, full system 
backups of servers, databases, and 
filestores for your own resource. 
Patch any vulnerabilities, focusing on 
operating system, browser, and pro-
ductivity applications, and ensure 
devices are managed and receiv-
ing updates over a secure network 
connection. 
Exercise caution regarding email 
phishing controls – consider creat-
ing a COVID-19 community blocklist 
and be aware of embedded email links, 
including the option to block uncate-
gorized websites using ATP safelinks 
or a DNS filtering service.   
In addition, companies could encour-
age more separation between personal 
and corporate devices, asking that 
personal transactions and browsing 
be done on employees’ own devices. 
Organizations should also be proac-
tively prepared, with incident response 
plans detailing how a potential attack 
would be managed.   
One of the most effective methods 
of addressing all the current COVID-
19 threats is to constantly promote 
awareness and education. 
Advising employees what typical email 
attachments containing ransomware 
look like will bring increased alertness 
to everyday processes. Instructing 
staff what to do if a device is com-
promised or a phishing email has been 
clicked on – and making sure teams 

feel confident to report incidents to 
the affected organization – can help 
ensure prompt remediation to mini-
mize the consequences.  
Organizations can also adopt “zero-
trust principles” – an “assume nothing 
and verify everything” approach. This 
includes a mentality to trust no one by 
default and operate as if the network 
has already been compromised. In this 
approach, more attention is focused 
on authentication of users by verifying 
identities, locations, and behaviors.16

A thorough and robust cyber insur-
ance program will provide an important 
and valuable layer of additional pro-
tection for policyholders. 
As discussed in this article, not only are 
COVID-19 times a concern, but every-
day personal, commercial, and farm 
assets are also an easy and attrac-
tive target for cybercrime. 
With $3.5 billion in losses from inter-
net-enabled crimes and scams in 
201917 and 4,000 ransomware attacks 
being logged every day just prior to 
the pandemic18, even the simplest 
mistake in a daily activity can be very 
costly.  

AmericanAg™’s Farm and Commercial 
Cyber programs are designed to 
protect Farm Bureau® insurance 
policyholders from the impacts of 
cyber incidents and help get them 
back on their feet and focusing on 
their daily livelihood, as they should 
be. Our product provides coverage 
for Data Breach Response Expense, 
Data Breach Liability, Cyber Extortion, 
and Identity Restoration. Built-in sup-
port services from CyberScout® are 
included, including educational and 
employee training material.  
What’s more, when you choose Cyber 
Coverage from AmericanAg™, you get 
peace of mind, knowing that our team 
of specialists will be walking every step 
of the way alongside you on your jour-
ney before, during, and after a program 
implementation.   

How Do We Mitigate These Challenges?

If you have any questions or would like to learn more about AmericanAg™’s Cyber program, please contact 
Sarah Kuhn, Research & Product Development Analyst, at skuhn@aaic.com or (847) 651-0889.

16 Forsythe-Stephens, Keri, “Three Cybersecurity Trends That Have Emerged from the COVID-19 Pandemic,”  24X7 Magazine, May 22, 2020, https://
www.24x7mag.com/standards/safety/cybersecurity/three-cybersecurity-trends-emerged-covid-19-pandemic/ 
17 “2019 Internet Crime Report,” Federal Bureau of Investigation, Internet Crime Complaint Center, https://pdf.ic3.gov/2019 IC3Report.pdf 
18 “How to Protect Your Networks from Ransomware (U.S. Government Interagency Technical Guidance Document), https://www.justice.gov/criminal-ccips/
file/872771/download 
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